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. DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee SECOM-D-066

29 January 1980

MEMORANDUM FOR THE RECORD
25X1A FROM: | |
SECOM Staff

SUBJECT: Meeting with Communications Common Carriers
re FISA Security Procedures

25X1A 1. | | Assistant General Counsel, and
I participated in meetings at the New York City FBI Field
Office on 16 and 17 January 1980 with representatives of
communications common carriers to discuss draft security
procedures governing assistance they would be required to
provide under the Foreign Intelligence Surveillance Act
(FISA). Attendees are listed on the attachment.

2. Although many elements of the proposed security
procedures were discussed and a number of changes proposed
and dealt with during the two days of mectings, most changes
were minor and there was no disposition on the carriers'
part to try to weaken the security objectives. Development
of a final version of the procedures and the full cooperation
of the carriers now scCems assured.

3. The meeting on 16 January was with representatives
of ITT, RCA Global and Western Union (both Domestic and
International). They had had 1ittle or no experience in
clectronic surveillances for national sccurity purposes.

They did not scem particularly concerned about the draft
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security procedures. Discussion with them was amicable,

and largely educational from their perspective. Their ques-
tions were answered to their satisfaction. One Q and A merits
recording. They asked for explanation of what information

it was that the draft procedures said could be extracted and
uscd without classification or secure€ storage. 1 answered
that this would be telex circuit numbers alone without any
notation of intelligence interest, U.S. Government involve-
ment or target identity. Discussion followed about depth

of records searches cxpected of common carriers in order to
identify circuit numbers; who in a common carrier could be
designated for access to FISA records in a carrier organization
that did not have a security officer or department; and on
planned procedures for working with common carriers on
assistance required under specific court orders. Clarifying
changes were discussed and agreed to with respect to the
secrecy agreement attached to the security procedurcs, and

to the procedures themselves.

4. Morning and afternoon meetings on 17 January were
with representatives of AT&T. While they were in full agree-
ment with the objectives of the security procedures, protracted
discussions were necessary to deal with detailed language and
administrative changes suggested by them. | | and 1 25X1A
had useful conceptual discussions with the ATET personnel at
lunch. During the day we reached agreement on a large number
of changes. These are reflected in a new draft prepared by
Mr. Kornblum, Department of Justice (copy attached). The
general effect of the changes is to make the procedures less
of a policy document permitting reasonable flexibility and
more of a '"how to' manual that can be applied uniformly by
people of varying backgrounds. A specific change agreed to
was inclusion of language stating that these procedures
would be the exclusive sccurity guidance for all matters
pertaining to assistance under the FISA. A footnote to this
will specify the primacy of these proccdures over the Depart-
ment of Defense Industrial Security Manual. I agreed to
contact Defense and advise them of this. Since thesc pro-
cedures have a statutory basis and the Defense ones do not,
there can be no meaningful question of which will prevail for
FISA matters.

5. A subsidiary meeting was held the afternoon of

17 January with the Director of Security for General
Telephone ( | participated) . The meeting was brief
with no issues being raised and the General Telephonc reprc-
sentative indicating acceptance of the changes requested by
ATET but questioning the need therefor.
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6. The prescnce of | land myself was very use- 25X1A
ful to ensure that changes made were consistent with DCI
security policy and Community security requirements. The
revised draft procedures are now in final coordination
looking toward their formal submission to the DCI and the
Attorney General for their approval as required by the
FISA. We hope for an effective date of mid- or late
February 1980.

7. concurs in this memorandum.

25X1A

Attachments

cc:  0OGC I |

Distribution:
Orig - SECOM Subject w/att
1 - fw/att
(E)— SECOM Chrono w/att
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Attendees at 16 and 17 January 1980 Meectings at FBI Field

Office, New York City, with Communications Common Carrier

Representatives oOn FISA Security Procedures

Representing:
pCL
25X1A
0GC
SECOM
NSA
25X1A 0GC

Department of Justice

Allan Kornblum
FBL
New York Field Office
Tom McGinnis
Jim Kalstrum
John Schwartz
Headquarters
Trwin Wells
Bill Gore
Billy Spellings
John Kaul

American Telephone § Telgraph

Bill Caming, OGC
Joe Dougherty, Director of Corporate Security
Jack Miller, Chief of Security, New York Bell

25X1
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General Telephone

Harry Maynor, Director of Security

International Telephone § Telegraph

Jonathan Lavine, 0GC
Jack Anner, Dircctor of Labor Relations § Security

RCA Global
George Stepanenko, 0OGC
Bob Sanders

John Stackhouse

Western Union (Domestic)

Ernest Walton, OGC
Fred Gordon

Western Union International

Bob Michelson, General Counsel
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SECURITY PROCEDURES FOR : STATINTL
SAFEGUARDING RECORDS PERTAINING TO ELECTRONIC
SURVEILLANCE WITHIN THE UNITED STATES AUTHORIZED
UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978

Section 1 - General Provisions

a., These security procedures are approved by the Attorney
General and the Director of Central Intelligence pursuant to
Section 102(a) (4) (B) and Section 105(b) (2) (C) of the Foreign
Intelligence Surveillance Act of 1978 (the "Act"). Communica-
tion common carriers and affiliates thercof providing information,
facilities, or technical assistance nceded by the Federal
jureau of Investigation (FBI) to accomplish electronic surveil-
lances authorized by the United States Foreign Intelligencoe
surveillance Court (the "Court") pursuant to Scction 105 of
the Act, or by the Attorney General pursuant to Section 102 of
Lhe Act, shall maintain all records concerning the surveillance
or the aid furnished the FBI, including records created by the
Court, the executive branch, and the carriers or affiliates, in
accordance with these procedures.* These procedures provide
exclusive security guidance for all matters pertaining to
assistance under the Act, **

b. All appropriate records concerning a surveillance or
aid furnished the FBI, including Court orders and Attorncy
Goeneral directives requiring assistance, shall be stored in
GSA-approved safes or safe-type steel file containers (Class VI
or better) having a built-in, three position, dial-type changecable
combination lock,

*These procedures also shall apply to landlords, custodians,
and other specified persons providing information, facilities,
or technical assistance pursuant to Section 105(b)(2) (C) of the
Act. The terms "common carrier" and "affiliates" are intended
to apply, wherever they appear in these procedures, to landlords,
custodians and other specificed persons as well.,

**The procedures and rcquirements contained in the Department
of Defense's Industrial Security Manual for Safeguarding Classified
Information, which regulates and governs the handling of classificd
information maintained by Department of Defense and other Yederal
Government contractors, are not applicable to the safequarding
of classified FISA orders and related records concerning
surveillances and aid furnished thereunder which the carrier
may wish to retain.
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¢. Records shall not be‘copied or removed from secure
premises, except as provided in Sectlons 2 or 3 of these pro-
cedures, and then only such limited information a communication
common carrier or affiliate may require in order to render
the assistance directed may be extracted from the records.

d. Communication common carriers may transmit
classified material only as follows:

(1) Top Secret material shall be transmitted
by hand by appropriately cleared personnel or by such
other means as the FBI may authorize;

(2) Seccret and Confidential material shall be
transmitted in the manncr specificd in subsection 1ld(1)
above or by registered wmail within U.S. Postal Service
channels; and

(3) All classified material being transmitted shall
be double wrapped with the inner envelope marked to
show the classification of the contents.

@. All personnel of communication common carriers or
affiliates who will have access to classified information,
or who can reasonably associate assistance activities with
surveillances conducted pursuant to the Act, shall first
undergo background investigations by the FBI under standards
commensurate with the classification of the materials to
which they will have access, as set out in Director of
Central Intelligence Directive 1/14, 13 May 1976, Exccutive
Order 10450, or successor directives. Such personnel will
not be provided access to classified information unless and
until they have been granted appropriatce sccurity clcarances
by an authorized designee of the Attorney General and the
Director of Central Intelligence.* 1In cmergency circumstances
when, as determined by the Special Agent in charge of the
appropriate FBI Field Division Office, or his designee, the
time required to obtain clearances would cause failure or
unrcasonable delay in conducting a surveillance, an uncleared
person may be granted access to classified information and
such authorization shall be confirmed in writing to the

xPhe Director of Security of the Department of Justice
is designated to issue such security clearances.
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communication common carrier. + All personnel having access to
classified information shall sign the sccurity agrecment
form attached hereto as soon as practicable.

f. If a question concerning the security clearances
of communication common carrier personnel 1s raised subsequent
to the granting of a c¢learance, the mattexr shall Lo referred
to the FBI, which shall advise the clearing authority who
will take such action as may be appropriate.

g. Communication common carriers shall advisc the
appropriate FBI Field 0ffice whenever any clecarced cmployee no
longer has a need for clearance in connection with matters
pertaining to the Act.

. ‘he FPBL, in consultation with the communication
common carriers, shall provide such security briefipngs for
cleared personnel as the FBI deems appropriate.

i. If necessary for the sole purpose of providing
assistance, the telephone or circuit numbers or other
information identifying the subjecct of a surveillance may be
provided to communication common carrier personnel who do
not have security clearances under circumstances in which the
numbers or other information cannot reasonably be associated
by such personnel with surveillances under the Act.

j. Violations of these procedures shall be promptly
reported to the FBI. The FBI shall determine and report the
tacts and clrcumstances of such violations to the Attorncy
General and the Director of Central Intelligence.

K. Except as otherwisc provided in these procedurces
survelillance records and information contained therein shall
not be provided or disclosed to any other person except as
may be required by legal process* and then only after prior
notification to the Attorney General.

1. Nothing in these procedures shall preclude the
disclosure of unclassified information reclated to assistance
under the Act to the chief executive officer of a communication
common carricr by cleared carrier personnel when necessary for
the cffective administration or the continuation of a051stancc
providoed by the communication common carricr.

*As used herein the term "legal process”" shall include

scaled orders issued by the U.S. Foreign Intelligence Surveillance
Court.
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Section 2 - Carrier Storage

Communication common carriers or alffiliates wishing to
store records containing classified information under their
direct control may do so under the following procedures:

a. DExcept as provided in paragraph 1. i. reccords
maintained or created by a communication common carrier or
affiliate thereof shall be marked with the same security
markings (i.e., classification, authority therefor, duration
thereof and action to be taken at the end of the duration
period) or other documents bearing on electronic survelllances
coverced by the Act.

. All such records shall be stored in facilities meolting
the physical soecurity standards for sales or sale-type steel
file containers as provided in subsection 1. b, of these
procedures. The combination of the container shall be known
only to specifically designated security department personnel
who qualify under the standards described in subsection 1. e.
above. Combinations shall be changed whenever a person in
authorized possession 1is relieved of responsibility therefor,
and in any event at least once a year. Storage containers
shall be accessible only to designated security department
personnel.

¢. Sccure rooms or spaces in which containers are
located shall be so equipped as to preclude surreptitious
entry without detection, such as by being equipped with
appropriate veolumetric or perimeter alarm systems or safe
alarm systems to signal forced entry or entry after normal
ontry portals have been locked. Where deemed necessary
by the Government, and when the communication common carrier
or affiliate has an acceptable guard force, alarms shall alert
the carrier or affiliate guard force capable of responding
within five (5)* minutes; otherwisce such alarms shall signal
BT {ield offices, local law enforcement agencies or alarm
companies in the city or locality in which the carrier or
affiliate is located. Such arrangements shall be made with
the cooperation of the FBI which shall insure that local law
enforcement or the alarm company is aware ¢f the significance
of an alarm signal and the necessity for a prompt response

*Required in U.S. Intelligence Board Directive D-9 1/20.
paragraph 13B
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thereto. When the facilities within which secure storage
containers are located are unoccupied by security department
personnel all entry portals shall be locked and alarms
activated. Compliance with the requirements of this paragraph
(2C) shall be based upon a survey to be conducted by the FBI

at each storage site. A report of each survey shall be made

to the Attorney General and the Director of Central Intelligence
or their designee.*

d. Access to surveillance rccords shall be limited to
specifically designated supervisory Sccurity Department
personnel or other appropriate personnel who have a need
to know, (not to exceed five (5) in total number unless
approved by the FBI) at the location where the records are
sltored. In addition, a senior official of a communication
common carrier designated by the carrier, the General Counsel
of the carrier and any attorney of that carrier or affiliate
thercof specifically designated by the General Counsel shall,
when having an express need-to-know and appropriate security
clearances as described in subsection 1. e. above, be granted
access to such records through the specifically designated
decurity Department personnel herein before described.

¢. The designated security department personnel shall
be responsible for ensuring that these security procedures
are followed. They shall establish and maintain a system
ol rocords control and accountability sufficient to identify
receipt, reproduction, access, dissemination and destruction
of classified documents. Such accountability system shall
Le open to inspection by the FBI upon request,

e Dircctor of Security of the Department of Justice is
hereby authorized to review such survey reports, to determine
compliance with these procedures.
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Section 3 - Trust Receipt

Communication common carriers or affiliates not wishing
to store records containing classified information under their
immediate control may store them with the government under the
following procedures:

a. ELxcept as provided in Section 2 of these procedures
all classified information concerning a surveillance or aid
furnished the FBI, including Court orders and Attorney General
directives requiring assistance, shall be stored in GSA-
approved safes or safe-type steel file containers (as
described in Section 1l(b) of these procedures) malntained
within FPBI Tield offices.

b. The FBI shall provide communication common carriers
or affiliates with a trust receipt for all records maintained
at Bureau field offices on their behalf. Such recelpts shall
not contain any classified information. Carriers shall be
provided full access to the records for which the trust
receipt is provided during normal business hours or at
any other mutually convenient time.

c. Records stored on behalf of communication common
carriers or affiliates providing assistance shall not be
copiad or removed from FBI Ticld offices, except that such
1imited information®a carrier or affiliate may require in
order to render the  assistance directed may be extracted
From the records. The information will be contained in a
Court order directed to the communication common carrier
or in an Attorney General directive to the carrier.

d. Notwithstanding subparagraph 3¢ above a communication
common carrier or affiliate which is capable, or becomes
capable, of maintaining records in accordance with the
security provisions of Section 2 may remove at its discretion,
after providing reasonable notice to the FBI, records
containing classified information stored on its behalf,
including secondary Court orders and Attorney General
directives, provided that such records are storcd by the
carrier or affiliate in strict accordance with these
security procedures. Upon termination of the assistance
provided with respect to a particular surveillance, all
documents containing classified information may be returned,
at the option of the communication common carrier or affiliate,
for storage at FBI field offices under a trust recelipt.
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Section 4 - Effective Date

These procedures shall be effective as of
provided that, if deemed necessary by an authorized designec
of the Attorney General and the Director of Central
Intelligence, the effective date of these procedures may
becieferred or these procedures may be modified for a
reasonable and temporary period not excceding 90 days to
permit communication common carriers or affiliates thereof
to establish security facilities meeting the requirements of
these procedures. Any such temporary deferral or modification
shall provide for reasonable alternative procedures Lo
ensure security for information involved.
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COMMUNICATION COMMON CARRIER EMPLOYEE
SECURITY AGREEMENT WITH THE U.S. GOVERNMENT
PURSUANT TO THE FOREIGN INTELLIGENCE
SURVEILLANCE ACT OF 1978

I understand that in the course of my cmployment with
the (company name) I may be given access to information
jpursuant to the Foreign Intelligence Surveillance Act that
in classified in accordance with the standards scot forth in
BExecutive Order 12065, as amended or superseded. 1 Lurthoer
understand that the unauthorized disclosure of such information
might jeopardize the foreign intelligence and counterintelli-
yenee activities of the United States government. In
consideration of my being given access to such classified
information, and the special trust and confidence placed in
me by the (company name) and the United States government,

L accept the following responsibilities:

1. I ayree that during my cmployment with the (company
name), and at all times thereafter, I will never disclose such
classified information that I have obtained during the course
of my cmployment with the company; and I agree to comply with
all of the obligations contained in Sccurity Procedurces for
Safequarding Records Pertaining to Electronic Surveillance
Within the United States Authorized Under the Foreign
Intelligence Surveillance Act of 1978,

2. I ayree that during my cmployment with the (company
name) and at all times thereafter, I will never disclose or
publish in any form or any manner, except as authorized by
the said Security Procedures, any information relatced to a
specific surveillance conducted pursuant to the Foreign
Intelligence Surveillance Act, except under lawful process
after duc notice to the Attorney Gencral or the Director of
Central Intelligence, or with the express written approval of
the Attorney General or the Director of Central Intelligence.

possession, or for which 1 am responsible because of my
cmployment with the company, upon aemand by an appropriate
company official or upon the conclusion of my employment with
the (company name). I understand that all classified infor-
mation which I may acquire in the course of my employment
with the company, which fits the descriptions set out in
paragraph 1 and 2 of this agreoment, ase and will remain

the property of the United States Government,

{
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4. I further understand “that violations of thec above
mentioned security procedures may result in the termination
of any security clearance I may have and continued access
to classified information, may result in administrative

sanctions, and may subject me to civil liability or criminal
prosecution. :

" TWITNESSED T TSIGNED

T DATE
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TRUST RECEIPT NO. : ‘ Date

The undersigned hereby acknowledges receipt of the
records concerning a surveillance or aid furnished the I'BI
by [communication common carrier or affiliate] in accordance
with court orders or Attorney General directives issued
pursuant to the Foreign Intelligence Surveillance Act. Such
records are identified below by docket nunmber or other

appropriate designation.

1. Court Order, Dockelt No. — , Issuced By Judge
, on (Date) .
2. Court Order, Docket No, ___+ Issued By Judge
. on (Date) -
3. Attorney General Certification No., ., (Datc)
4. Attorney General Certification No., , {(Date)

In consideration of such receipt and other valuable
consliderations, the undersigned agrees to hold such rcecords in
trust for the [communication common carricr or affiliate] and to
provide full access to these rccords to its authorized represen-
tat ives during normal business hours or at any other mutually
convenioenlt time. The undoersigned further assumes full responsi-
bility to act as trustee for the carrier in maintaining the sccurity
ol the documents and preventing alteration or destruction of

Lhem.

Date SAC, FBI Field Office

WITNESS:
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